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Hello!

A bit aboutme...

Y @mrogersachrist

& www.mukalele.net



What | Do

center4webpresence.com

Offering domain name registration and Web Hosting For Less!
+Free SSL

Shopping Cart - ITPlus Solutions L1 X ‘ T - ey e W % - - — R —— @ - —

E=REE X
B D cemm— S —— | I
&« (& ‘Q‘ (ijﬁ https://centerdwebpresence.com/cart.php?a=add&domain=regis 110% e @ 1:{ Q Search I\lr i @

™ Categories Register Domain

C-Hosting
Find your new domain name. Enter your name or keywords below to check availability.
4+ Actions

@ Register a New Domain

 Transfer in a Domain

yrowndomainname Search
= View Cart

4+ Choose Currency

B Congratulations! yrowndomainname.com is available!
UGX

Shs.45,000/= ey

.cnrﬁ .net .org .info .biz .mm work .rocks

Shs.45,000/= Shs.48,000/= 5hs.50,000/= Shs.45,000/ Shs.48,500/= 5hs.47,000/= Shs.15000/= 5hs.25,000/=



https://center4webpresence.com/

What | Do

As an ICT Teacher / Trainer, | maintain an online shop
powered by @ +MCOMMERCE at mukalele.net

Matalele Roger; [ Oﬁfcfa/ Website

ICT Specialist, Web Programmer, Lover of God's Wor

HOME ABOUT ME

PRODUCTS AND SERVICES

UPDATES SHOP CONTACTS

SIGM IM / REGISTER

11TEM - 5H5.35,000 CHECKOUT [

GO TO SHAREBILITY

HOME fSHOP

Shop

Showing all 5 results

COMPUTER STUDIES for
Uganda - Fifth Edition 2017

Shs.35,000

Add to cart

DEFAULT SORTING

5 MATERIALS » B40unitbyunht = =

T
i
£
|

Computer Studies Teaching

ICT Revision Questions and
PowerPoint, PDF Notes

Answers for Uganda Booklet
1st Edition 2017

5hs.10,000

Add to cart

5hs.500

RECENT POSTS

INFORMATION ON 56 LEAVERS
PUJAB FORMS FOR 2017,/2018
ACADEMIC YEAR

See you at WordCamp Kampala 2017
as we discuss Web Development
with WordPress

UMEB releases Subsidiary ICT
Support Files 2017, grants public
download

Walking by Faith, Nok by Sight
Love For God's Word

SOME EVENTS TO ATTEND

WORDCAMP KAMPALA
2017

December 16 @ 8:30 am -
December 17 @ 6:45 pm


https://www.mukalele.net/index.php/shop/

What | Do

Sharebility Uganda - sharebility.mukalele.net
An educational digital resource sharing system for Ugandan Schools

@& About
#, Register

@ Upload

™ Usage by District

ESOURCE CATEGORIES
B Primary

@P1

@P2

@P3

P4

@P5

@Ps

@P7

B Secondary

@51

# Home

Q | Search

King's College, Budo Uganda Advanced
Certificate Of Education Mock 1
Examination 2015 Applied Mathematics
Paper 2

1704 DOWNLOADS

Educational Digital Resource-Sharing System for Ugandan Schools

**New™ Support Files Compilation For
Sub lct Past Paper Exams And Lab
Activities Book Questions

1690 DOWNLOADS

Uneb Uce Computer Studies Paper COne
2009 Examination Past Paper

1438 DOWNLOADS

& Guest -

Go!

Book Preview: Lab Activities For
Computer Practical Applications Covers
Uace 5850/2 And Uce 840/2

1373 DOWNLOADS


https://www.mukalele.net/sharebility/
https://www.mukalele.net/sharebility/

) WORDPRESS.ORG

Showcase Themes Plugins Mobile Support Getinvolved About

We're at a turning point: 2017 is going to be the year that we're going to see features

in WordPress which require hosts to have HTTPS available. Just as JavaScript is a
near necessity for smoother user experiences and more modern PHP versions are

critical for performance, SSL just makes sense as the next hurdle our users are going

to face.

SSL basically means the link between your browser and the server is encrypted. SS5L
used to be difficult to implement, and often expensive or slow. Modern browsers,
and the incredible success of projects like Let's Encrypt have made getting a
certificate to secure your site fast, free, and something we think every host should
support by default, especially in a post-Snowden era. Google also weighs S5L as a
search engine ranking factor and will begin flagging unencrypted sites in Chrome.

First, early in 2017, we will only promote hosting partners that provide a SSL
certificate by default in their accounts. Later we will begin to assess which features,
such as APl authentication, would benefit the most from S5L and make them only
enabled when S5L is there.

Separately, | also think the performance improvements in PHP7 are particularly
impressive, and major kudos to everyone who worked on that. We will consider
whether hosts use PHP7 by default for new accounts next year as well.

Q

Download WordPress

See Also:

For more WordPress news, check
out the WordPress Planst

There's also a development P2

blog,

o see how active the project is
check out our Trac timeling, it

often has 20-30 updates per day.
Categories

m Releases (206)

n Development (197)
= Security (47)

= Community (43)

= Meta (43)

m Events{(33)

= Testing (23)

. WordCamp (20)

n General (18)

® Documentation (15)



SSL: What 1t is



HTTP Review

The HTTP
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HTTPS

The HTTPs
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HTTPvs HTTPS

sends passwo rd H TT P Receives password

helloworl

Hacker hacks the link
and gets your password
“helloworld”

sends password Receives password

helloworld hellnw orld _

OM=EAT<ANZM

OM=T<2AMO

Hacker hacks the link

and gets password as
HACKER oty



How does HTTPS work: SSL explained

This presumes that SSL has already been issued by SSL issuing authority.

e adu’re! 3- I"I"i!'llil-tﬂ‘ Hecmﬂs ﬁ:li..ll']d I

— - Gﬂf@mﬂ?\e Host Web Server. .
? 4. Requesting Secure SSL
— connection from Website Host

I 5. Host responds with valid SSL certificate. I l

e vor| (il

« wahsite fMes

2 « Check DN5 records for
IP address to find wehsite host.

_ o1101000 011 rnrn@‘vn 10000 01110047 #

6. Secure connection is now estabiished.
Transferred data is encrypted.

Image: https://thenocman.com/ssl-certificates/



Why you should care



Who Needs It?

E-Commerce

Social Media

Form Data e.g wp-login form
Mandatory for many functionalities See goo.gl/LoY7u5

e.g. Geolocation, Device motion, EME, getUserMedia, AppCache, Notifications

SEO for websites
Everyone!


https://sites.google.com/a/chromium.org/dev/Home/chromium-security/deprecating-powerful-features-on-insecure-origins

Username or Email Address

Password

Remember Me Log In

Lost your password?

— Back to bitworx



Google + 2 ssL

Eventual treatment of all
HTTP pages in Chrome:

A Not secure example.com



How to do it



You’ll Need...

1IIFD]CCA agAwIEAgIQhAIZIuRmTH\thAEHV a7 zaNBEgkghk1 GOwDBAQUFADEZ
1QswWCOYDVOQGEWIHQ JEBMBKGAT UECEMSR 11wa1L1ENYw5]ahvzdhvaRAngwn
fQQHEWdTYW\mbJTkMRDWhAYDVQQhE\FDTGlFREEgQGEgTh1taAR1EDEEMELhA1UE
AXxMQUGIzaXRpdmvTUOwgQOEgM jAeFwOXNDAZMDUWMDAWMDE aFwOxNTAZMDUyMZUS
NT1aMFanTAngNvEAJThEvaWpr1EDbESGLmQJIthbh1kWXR1ZDEUMEIhA1UE
XMLUG9ZaXRpdmvTUOWXHZAdBGNVBAMTFNd 3dy5qb2hudc90aGv3b3152C5jb20w
ggEiMADGCSqESIb3DQEEAQUAAL TEDWAWGQEKADIBAQCZS7 SFNnemztad20Hf vIPg ]

S5kET ZuDOWWGYEFdSThEY9Y4LMOPDj 2+ TKPiUZY1ggKESgd 3 jef+6PXMgLCXUI65
HNWzGTDdgqum]TGsz]D+vuuﬂ1GJDkuanJaFvarmqthlethEch+thbIr
ETFWS3W1TLPFnhRAU2h]\]4CWHFFA&NU£5FfbEHh1taFfUV1q241P2dd BOxRiwWg
081NDdr e JHPQaabWIEL FOTm/ad+kwmd GwFAd6SDMCAGSCHpSWWGLMZru T cMDRY
wNTaUuBUNAOrUYfosshbeyt 5F/EER/ ENtherhWFrT;YEh]ED MSOXSHITxO0ZdNL
AQMBAAG]gQGIMIIES TATBEgNVHSMEGDAWOBSZ SEET axRePgxZ 3 dN]UPKTUPLAFDAd
BEQNVHQ4EF QU197 RosAURIT hur OcBabfwwlbr SMwDgYDVROPAGQH /BAQDAGWOMAWG
A1 UdEWEB /WQCMAAWHOYDVRO 1 BEYWFAY IKWYBBQUHAWE GCCSGAQUFBWMCMFAGAT U
TARIME CWOWYL KWYBBAGYMQECAQCWL DAQEQQr BgEFBQCCARYeaHROCDOVL 3d3dy 5w
bJdih1ZZAszc5]bznvqlfTMAghEmvEDAECATA,EngHREENDAvMDCQLqAJhwpo
dHRWO 1 BvY 3 I5LmNvbwWokb2NhLmNvbsS90b3NpdG 1 2ZVNTTENEM T 55 ciwiwb AY TKWYE
EQUHAQEEYDEFMDYhCCJhAQUFEIACh1pndHRhﬂ1E\WJ1GLmNVbW9 bZNhLmNvb590
bamﬁdh122vNTTENEM15]anw1nwIhmwEEQUHMAGGGGthHAFLVvaJNWLvabwgk
b2NhLmNvbTA1BEgNVHREEL jAsghZ 3d3cuam9obnRvdch]d29ybaquy29tghlgb2hu
dGo0aGY3b31sZC5jb20wDg Y JKoZ ThvcNAQEFBQADGQEBAIG jwIvr ICOEYF110EKD
qwvgb5ZB7 T 61ZKkodhcUvE4 JO7USESK2138D9b ]S ntthjEVrN1wr1NRE4TF2VWHF
boTExKSYkKEiU4qfk+Bdve,/ DszWg1un41914ETvt12 7Gp/kIPpUFg+xQxh,/00M7
B90xvhbny,/neiUht4tFKBEOTIVEXY cq22291 /vvs /BXWIT CUCSRZ1LEOgMkdZMpY
nn+a05Fthg]1a,thLANzETEmﬂprlﬂjJKmEaWp1xﬂsz+1praXCERWEESM9mc
7 1gdaTutgRIVGXXAeBMvWOEShMZZ SmgASAYrUH12APDZEGXOMIFHP S 7 WX,




Certificate contents

Domain name (commonname)
Public key

Owner of certificate (subject)
Issuer of certificate (CA)
Expiration data

Serial number



Types of Certificates

Domain Validation — CA checks right of
applicant to use domain name

Organization Validation — CA does above +
vets organization

Extended Validation — CA does above +
thorough vetting of organization

,Br' Send Money, Pay Online or... =

C | E PayPal, Inc, [US]| https://www.paypal.com




Basic Steps for Adding SSL

Generate a CSR (certificate signing request) at your web host
Buy a certificate froma vendor

Validate your domain/certificate

Send the CSR, certificate, and bundle files to your web host
Configure your site touse SSL

Upon renewal, repeat steps#1-41



GLOBALSIGN

GLOBALSIGN
RAPIDSSL CERTIFICATE ONECEICIKALERA ONECLICK DOMAIN
VERIFIED
MOST POPULAR!
Starting at Starting at Starting at
$49.95 $49.95 $129.95
USD annually USD annually USD annually
o Dynamic VPS, Cloud & Flex Servers oy Web Hosting, Managed VPS & ol For our cPanel managed accounts

Managed Dedicated

+ Secure Site Seal
+ 256 Bit Encryption

Secure Site Seal
256 Bit Encryption
1-Click Setup
Requires cPanel

Verified Domain
256 Bit Encryption
1-Click Setup
Requires cPanel

GET RAPIDSSL GET ALPHA GET GLOBALSIGN

LSRN
AR N UL N



SSL Certificate Solutions

GLOBALSIGN DOMAIN
GLOBALSIGN ALPHA VERIFIED WILDCARD GLOBALSIGN
WILDCARD ORGANIZATION
VERIFIED WILDCARD
MOST POPULAR!
Starting at Starting at Starting at
$149.95 $449.95 $499.95
UsSD annually UsD annually UsD annually

+ Secure Site Seal + Secure Site Seal + Secure Site Seal
+ Unlimited Subdomains + Unlimited Subdomains + Unlimited Subdomains
+ 256 Bit Encryption + 256 Bit Encryption + 256 Bit Encryption
+ 2048 Bit Key + 2048 Bit Key + 2048 Bit Key
+ Domain Authentication + Organization Authentication

GET ALPHA GET GLOBALSIGN GET GLOBALSIGN




Kl Let’s Encrypt

Free, automated, open Certificate Authority

3CX

-
ﬁ’ Tintn & SQUARESPAC

Domain validation @
3-month expiry

MAJOR SPONSORS

4ADe

G

=)

@ ipinfo.io

)/
CISCO w VTEX Upﬁmeﬂqbﬁt £ DigitalOcean ‘:
zendesk
V9 OVH @ chrome IdenTrust & o,
S : . IPERIUS
<P netlify €8 PANTHEON BACKUP
socoy.  facebook  avtemartic (Y shopify
dnsim ple Discourse driving-testsorg
ALAZ”  CYONEY infomaniak [E] HoSTPOINT
. . .SMCURAinternm @DUQCircle ‘feed‘l‘o"or
sshirond  SUCUTI VULTR &
ersparker C(r;)li J:llh fastly site |etsencrypt Org



Lets Encrypt Support

Ergicllers that Enable Let’s Encrypt and Redirect HTTP->HTTPS by
efault

This is the best support of Let’s Encrypt’s mission "to create a more secure and privacy-respecting Web.”

+ EasyStore co 42k (Source 324 )

= |nspedium Corp. 270 (Source 20)
+« manitu 1.2k (Source a1 )

» Neocities 2.5k (Source 137 )

» Netsite 380 (Source 413 ) (both in Danisf)
+ Pride Tech Design 174 (Source)
Shopify 337 (Source 97 )
Squarespace 25k (Source 254 )
Tumbir 130 (Source 32 )
WordPress.com 7.8k (Source 27k )
XSAALL 22k (Source)

LI

Web Hosting Providers with Let’s Encrypt Support

e 1and1.co.uk 631 (Source)
e 345Pcom 20k (Source 311 )
e aznosting.com 44 (Source 17k )

e Active24 co.uk 1.1k (Source 84 )

» Active24.cz 624 (Source 144 )

e all-inkl.com 1.8k (Source 629 , more detailed instructions 1.7k ) (both in Germain)
+ Antagonist 446 (Source &7 )

» Antilope Hosting 144 (Source 4 )

* bluebos.c2 82 (Sourcs 3) Full List goo.gl/1BsdZF



Lets Encrypt plugin for cPanel

Installing a Certificate

Once you're logged into cPanel, you should see a Let's Encrypt for cPanel
button under Security. Click on it to access your active domains list to
install a certificate.

SECURITY

H SSH Access @ IP Blocker =@ S5SLTLS
L}

& ModSecurity n Lets Encrypt for cPanel

SOFTWARE

“ PHP " PHP FPEAR Packages “ Perl Modules

All the issued certificates are Cross-signed by IldenTrust. In this way, all the L.E. certificates
are trusted by major browsers.

Details: goo.gl/uHF8rS



Tool for Generating Certificates in Minutes

&

SSL For Free

Free SSL Certificates in Minutes

(2] https:// Create Free S5L Certificate

Advanced Options

100% Free Forever Widely Trusted Enjoy SSL Benefits
Never pay for S5L again. Thanks to Qur free SSL certificates are trusted in 99 9% « Protect user data & gain trust
Letsencrypt the first non-profit CA. of all major browsers. « Improve Search Engine Ranking

= Prevent forms of website hacking

Wildcard Certificates Supported? They are not supported but you can add up to 100
domains and or subdomains per certificate.

Details: sslforfree.com



cPanel SSL/TLS Manager
o —

= SSL/TLS

SLTLS Manager wifl aliow you to generate 550 certfficates. certficate sgning requests, and private keys, These are all parts of using 351 to secure your welbsite. 551 alkowis you to secure pages on your site so that

E 5 your website. 5501
information swch as logins, credit card numbers, atc are sent encrypted instead of plam text. it is important:to secure your Site’s login areas. shopping areas, and other pages where sensitive informaton cowld be sent

ohrer The Weso.

_ o

Private Keys (KEY)

Ce.rtifir_;a.te Si.gnilng. Requests (CSR)
Certificates (CRT) | |

.I-ﬁst.ailu.':n.wd Méﬁaéé SSL for your site (HTTPS)
}“ﬂ;nage Certificate Sharing

Your Shared SSL Certficate URL



Validity

Lets Encrypt certificates have a 90 days validity. After the expiry,
the certificates are not valid anymore and the browsers will raise
security errors.

*You will receive remind emails whenever a certificate is near to
expire. Certificate renewal can be automated with a cron task.

We can avoid browser errors such as:

i =101
@ : |ﬁ https://site 1.mydomain.com/ ﬂ ¥4 [ 5 | ol
‘.'.J e @Cernﬁcaaeﬁrror: MNawvigation Blocked | l ’-} - R - o= - |- Page ~ (Cf Tools - »

@ There is a problem with this
0 & Secure Connection Failedjsisssie
|
The security certificate presented by WA Bty =
(—— L uses an invalid se &= © | Fi#E ul A
Security certificate problems may inc

server. The certificate is not trusted becaus The site's security certificate

: FA0E !
We recommend that you close th (Error code: sec_error_untrusted_ls is not trusted!
@ Click here to close this webpage. TRasiemmeals e e
server prasenied A cetificale ssuad by an eniity that 15
&9 Continue to this website (not rec m This could be a problem with the se nak tustad by your compuier's apemting systam. This

someons trymg to impergonate the o may maan that the sereer has generated iks own seourty
Y 5 . cradenthials, which Chromium cannot rely on tor identity
= More information = |f you have connected to this server d Nt o ey s s B hdcciond S
== GELShopper.com {ml may be temporary, and you can try § communicabans. You shoud nat procoed, especially i
one

you heve nover soen this waming befors for this silo.

Or you can add an exception...

Procesd aryway | Back Lo salely

F Help me undersiand



WordPress SSL / HTTPS Tools

Update Site URL from http:// to https://
Force http requests tohttps

Add P|Ugin5 Upload Plugin

Search Results Faatured Popular Recommended Favorites
Really Simple SSL _-l‘.-fﬂ_‘rr':ow
No setup required! You only need an SS5L certificate, Mo!--e Detalls
and this plugin will do the rest.
8 By Rogrer Lankhorst
21) Last Updated: 1 month ago

3.000+ Active Installs v Compatible with your version nfm



Why No Padlock?

Here's a simple tool that will tell you about
any insecure items on your SSL page!

ﬁ1 Why No Padlock?

ot

iHimadn plamee: e B aioann .cam | & | Ine [11C1 .
R T i e b = | & PayPal, Inc. [US] | https://www.paypal.com @ 57
Mugrni b ol TG dhisperybpadand oy guagae 20

o | CAG | Aoaf | Concac 1. Extended Validation SSL - Green Bar

2. Standard Validation SSL - No Bar

f Wolld Cortilbats Toandl
& https://moz.com/checkout/freetrial o7

CEr el o vl eaugh Dod 12 1704709 2011 M1

Cerltificets Ivvuer. GaoT el Ime
3. S5L with Errors

x Total number of items: 103
Number of insecure items: 7 2 g e
@ https:/ /www.dunkindonuts.com/dunki... ) 5.7
Insecure URL: http://fonts.googleapis.com/css?family=_Lato: 100,400,701
Found in: https://wordpress.com/

Insecure URL: http://en.blog.files.wordpress.com/2011/05/vertigo-blog.

Found n: s woriess <o) whynopadlock.com

Insecure URL: http://theme.files.wordpress.com/2011/11/adventure-jou
Found in: https://wordpress.com/




Removing SSL

wp-config.php
.htaccess
Updating site URL (functions.php)



B e g

5 col el codes bd L [ wpcorfigphp  E3

13 -

14 = Bpackage WordPress
15 et

1&

£ ** MySQL settings — You can get this info from your web hostc. ** //
f** The name of the database for WordPress =/
define( 'DS NAME', 'eccnomicblogs db’ };

f** MySOL database username */

define( "DE: USER', "economicblogs db' )z

f*% MyES0L database pasaword =/

define( 'DE DRSSWORD', ‘2dCZOghrwa’ ):

=] M AN HR W RO D W

FEE MyS0L hostname */

T

define( 'DB HOST',

10Cakl

/*= Database Charset To usSe in creating database tables. =/

define ('DB3 CHAOSET', "ucfSmb4'}:

f/** The Database Collate type. Don't change this if in doubt. =/

define('DS COLLATE', ''):

WG G oL G L MRE RS R3ORE RN RS RIOR R e s
PO R S =

define | 'FORCE S5L ADMIN', troe);

w1 N

38 [El/==#@+

35 # Authentication Thigue Keys and Salts.

40 =

43 = Change these to different unigue phraseg!

42 * You can generate these using the {8link htips://api . wordpress.org/secret-kevw/1.31/=alt/ WordPress.org secret-key service}

43 ¥ ¥ou can change these at any point in time to invalidace all existing cookies. This will force all users to have to Ing in again.
— L =

45 * fBaince IR0

Currently editing: /home2/bonzreo/public_html/.htaccess

ewriteEngine On
RewriteCond %{HTTPS} off

RewriteRule “(.*)$ https://%{HTTP HOST}%{REQUEST URI} [L,R=301]




Thanks!

Demo Time and questions.
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